OPR Public Website Review and Certification Worksheet

The information requested below should be provided by officials responsible for the content on public websites.  Please submit a separate certification for each primary public website.   For more information, contact ASC Public Affairs at 255-3334.

Organization Symbol ___________ Organization Name __________________________________________

Name of Web Site ________________________________________________________________________

______ New Web Site   _____  Annual or Special Review of Existing Web Site

Full URL of “Home” (Top-Level) Page ________________________________________________________

Identification/ Network Location of Public Server (Available from Network Administrator)
  _______________________________________________________________________________________

Designated Page Maintainer (Webmaster) Name _______________________  Phone __________________

Specific Public(s) Served/ Targeted by Web Site ________________________________________________

________________________________________________________________________________________

Mission Justification for Public Web Site ______________________________________________________

________________________________________________________________________________________

Has the Web Site been previously cleared by Public Affairs? _______


Date Cleared and Web Case Number (if known) __________________________________________

Permanent URLs of Subordinate Pages
Page Title

List pages one click below top-level  page listed above. (List only permanent URLs the public uses to access your website and primary pages.  Do not list temporary URLs.)

1. __________________________________________
____________________________________

2. __________________________________________
____________________________________

3.__________________________________________
____________________________________

4.__________________________________________
____________________________________

5.__________________________________________
____________________________________

The following statements should be answered in the affirmative.  Explain any negative answers below:

Linked AF Briefings, Presentations, Technical Briefings

_____
All briefings, presentations, tech reports, photos, graphics and similar documents accessible from the site have been previously cleared for public release through the normal Security and Policy Review process.  
_____  Security and Policy Review case numbers or other public release or public domain source references are included on the indexes or links to these documents to confirm clearance.

Required Privacy and Security Notices (AFI 33-129, Paragraph 13.1)

_____
A Privacy and Security Notice -- or a link to the notice-- is displayed on at least the Entry Page.

Points of Contact and Public Feedback Capability

_____
A content or program POC with a generic e-mail address or duty phone is listed on or linked to the Entry Page.  No name lists or directories are included. (The “webmaster” should not be listed as the POC .)

Links to Higher Level Organization

_____
The entry/ top-level page has a link up the chain to the next higher organization.

Links to Non-DoD or Non-Government Web Sites  (AFI 33-129, Para 8.2.1)

_____
All links to commercial or non-government/non-DoD web sites support the mission of this organization.
_____
A disclaimer is posted stating that commercial links do not constitute AF responsibility or endorsement.


Comments/ Explanations of Negative Answers Above: ____________________________________________________

____________________________________________________________________________________________________________

---------------------------------------------------------------------------------------------------------------------------------------

Links to Restricted Sites or Restricted Information

_____
Are there any links to restricted Web sites?   _____  If, yes, does the link require a password?

_____  What is the URL that the password links to? _____________________________________________

_____  Does the public page describe the information on the restricted site?

_____  Is the restricted information on the same server as any public pages? Explain____________________

________________________________________________________________________________

OPR Review and Certification (Responsible Program Official)
I have reviewed the web pages listed above.   All information is current and technically accurate.  No classified, sensitive, contractor proprietary, or military-critical information is disclosed.  No copyrighted or proprietary information is included on this web site.  Authorization has been obtained to use any photographs, graphics, or images not provided by the US Air Force or DoD.  Gratuitous information has not been included.

_____ All briefings, technical papers, presentations, and technical information accessible from these pages have been previously cleared for public release.  I recommend these pages for posting on a public web server.

Name _______________________________ Org Symbol ____________

Telephone ________________ E-Mail _____________________________

Signature _____________________________________  Date  _____________________

OPSEC/ Security Program Review and Certification

The information on the above web site has been reviewed for compliance with Operational Security and Program Security policies and directives and is suitable for public posting.  The risks of aggregation of data across this site and with other Air Force and DoD public websites have been considered.

Name _______________________________ Org Symbol ____________  Telephone _______________

Signature _____________________________________  Date ______________________

Approving Official Certification (Two Letter or Designated)

I have reviewed the above web pages and certify that they contribute to the mission of this organization.  I support the recommendation of the OPR reviewer that they be posted on a public web server.

Name _____________________________ Org Symbol __________ Title ____________________

Signature _____________________________________  Date _______________________

 Return to ASC Public Affairs (ASC/PA), Rm 240, Bldg 14; 1865 Fourth St., WPAFB, OH  45433-7129.  (937) 255-3334  (23 Aug 04)

